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The Price is Right - SSL VPN for SMBs

By Ajit Deora, CEO, enKoo Inc.

In their quest for the holy grail of secure remote access, small and medium businesses have come up empty handed due to a quintessential mismatch between critical requirements and available solutions.

Secure remote access for SMBs must achieve a delicate balance of simplicity, security, flexibility, and above all, cost.  Today's vendors are catching on and new era of low cost SSL VPN is emerging to answer the remote communications needs of SMBs.

SSL VPN provides a simpler alternative to traditional remote communications technologies.  IPsec VPN has long been favored by enterprises but complex setup and provisioning have made it cost prohibitive for many SMBs.  SSL VPN is deployed without client software so once the device is installed and configured, end users can simply log on using any web browser.  With industry standard security and features designed for SMBs to remotely access files, applications and systems, SSL VPN also has advantages over limited consumer oriented products and fixed-price managed services.  

This new genre of low cost SSL VPN from vendors such as enKoo, Inc. is now allowing SMBs that previously opted to forgo the benefits of remote communications to trial and adopt SSL VPN technology with minimal risk to the bottom line.

SMBs have a unique set of requirements in terms of remote communications.  SMBs rely on agility and productivity to stay ahead of the competition, and as a result are continually redefining the way people use communications to conduct business.  Staying connected 24x7 with its complex and distributed circle of employees, partners, vendors and clients, regardless of location, is the SMB's chief objective with any communications technology.  For many SMBs, remote access is the key to propelling business forward.  Whether used to reach a new customer segment, improve customer service, better equip personnel, offer new products or services, or create greater efficiencies to save time and money, remote access presents a significant opportunity for SMBs across all industries.    

SSL VPN enables healthcare facilities to meet strict HIPPA requirements for security and confidentiality while providing their doctors with access to patient files from home, clinics, or hospitals.  SSL VPN allows rural schools to provide educators with access to grade books, homework and email so they can become more productive and stay in touch with faculty, students and parents.  SSL VPN drives business for retailers that leverage extensive outside sales teams and nationwide distribution channels.  SSL VPN allows researchers to access remote desktops from labs to expedite studies while IT support staff maintain the network from the field.

Considering the SMB population is expected to top 42 million professionals by 2006 according to IDC research, low cost SSL VPN presents an enormous opportunity for vendors and channel partners who are able deliver the right solution at the right price.  Channel partners can capitalize on the SMB remote access opportunity by offering solutions designed for SMBs that answer their needs for simplicity, flexibility, security and cost.  With a new breed of low cost solutions on the market, the price is right for SSL VPN.

