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F or most IT organizations, meet-
ing f irst-year Sarbanes-Oxley
Act requirements was a tr ial  by
f i re . By  t h row i n g  b o d i e s ,
re s ou rce s , a n d  m on e y  at  t h e

cha l l e nge , m a ny  I T  org a n i z at ions  com -
pleted their  f irst  inter nal  control  audits
through brute force. As companies plan for
future audits, significant chal lenges st i l l
loom. First, IT organizations must manage
and test a mountain of IT controls estab-
lished during the first  audit. In addit ion,
the current compliance process is expen-
s i ve  a n d  re s ou rc e - i nt e n s i ve , a n d  h a s
detracted from day-to-day operat ions and
core business act iv it ies. Finally, the first
round of internal control audits uncovered

several serious, material  deficiencies that
most companies must immediately address.

Based upon these challenges, v ir tually
ever y company is looking for ways to make
their next audit easier and require fewer
resources—all  while minimizing the r isk
of exp osi ng  addit iona l  i nter na l  cont rol
deficiencies or weaknesses. As companies
plan for their next audits, they should incor-
porate sustainable IT compliance tools and
practices within their ever yday operations.
By adopting sustainable compliance strate-
gies, IT organizations will  more effectively
meet  ongoing  compl iance  requirements
while prov iding strategic benefits  to the
IT organizat ion.

Sarbanes-Oxley year one
Nearly ever y public company experienced
unexpected turbulence during the first Sar-
banes-Oxley filing. In fact, these challenges
often manifested themselves in the overal l
business. A recent  sur vey found that  94
percent of executives attributed their com-
panies’ compliance deficiencies to IT.1 Most
IT organizations were not prepared for the
onslaught of evolving controls that required
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significant manual testing. In an uncertain
compliance environment, internal auditors
and IT organizat ions played it  “better safe
than sorr y” and created an overabundance
of controls (and extra work) to ensure suc-
cess during year one.

The result? With a lot of work, money,
and sweat, most IT organizations got through
their first audits successfully. As companies
plan ahead, no one wants a repeat perfor-
mance of year one. As a result , many IT
organizat ions recog nize  that  their  com-
pliance programs require significant adjust-
ments before the next audit.

Fortunately, most IT organizations learned
a lot from their first experiences and have
adequate time to make the required changes.
While it  may have seemed haphazard, the
initial compliance process produced a con-
sistent set of challenges for nearly ever y IT
organization. Identify ing, understanding,
and addressing these common challenges will
become the foundation for creating a sus-
tainable IT compliance program. Since the
yearly compliance cycle moves rapidly and
has many interdependencies, companies
should identify these challenges early. In
doing so, IT organizations will better under-
stand how to incorporate some of the rec-
ommendations outlined in this article.

Lessons learned from the first audit.

After the first internal control audit, ever y
IT organization should take time to review
the milestones, challenges, and outcomes

from the first com-
pl i a n ce  ex p e r i -
ence. Most likely,
your experience is
share d  by  ot he r
comp anies . You r
first clue that the
compliance process
wou ld  not  b e  a
cakewalk star ted
when you had to

identify your IT controls. How many con-
trols are necessary? What systems and appli-
cations are considered material or “in scope”
of the audit? In the absence of proper guide-
lines and out of fear of flunking an audit,
most  IT  organizat ions  create d  an  over-
abundance of controls in order to be “bet-
ter safe than sorr y.”

Un f o r t u n at e l y, a l l  o f t h e s e  c o nt ro l s
require ongoing test ing and management.

For  example, suppose you establ ished a
valid control  that  states, “Direct  access to
production databases should be restr icted
to authorized database administrators, and
a l l  access  should b e  reg ular ly  audited.”
This control  would require ongoing test-
ing to ensure that the control  is  effect ive
and being fol lowed. Imagine the tremen-
dous work required to manage over  100
controls  l ike this.

Companies that established unnecessar y
controls will now be required to spend valu-
able t ime and resources to test and main-
tain them for future audits. With al l  of the
resources and distractions associated with
the f irst  internal  control  audit, v ir tual ly
every IT organization is committed to reduc-
ing the waistline of their IT controls.

After the dust settled from the first inter-
nal  control  audits, auditors discovered a
common set of issues that plagued most IT
organizat ions. These issues were primar-
ily associated with weak change and direct
access controls. If these control deficien-
cies are not adequately addressed prior to
the next audit, they have the potential  of
becoming material  weaknesses, which can
dangerously affect a company’s final finan-
cial filing. Since IT organizations do not want
to be responsible for a material  weakness
that affects the business, everyone is scram-
bling to plug the holes in their controls.

Implementing a 
sustainable compliance program
Compliance is not going away. Ever y year,
companies will be required to repeat the com-
pliance process by test ing and report ing
the effectiveness of their IT controls. Com-
panies want to avoid repeat ing the chal-
lenging and work-intensive process from the
first year. So, how do you manage compli-
ance rather than let  it  manage you? The
answer is to implement tools and processes
for a sustainable compliance program. Most
impor t ant ly, susta inable  IT  compl iance
should deliver strategic benefits to the IT
organization—rather than create a lot of need-
less work. A sustainable compliance pro-
gram should incorporate the following four
areas, which w i l l  be  explored in g reater
detail  throughout this ar t icle:
• automating the IT control test ing

process;
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• closing the loop in the change 
management process;

• managing and minimizing the 
l ist  of IT controls; and

• tackling the most common IT 
control gaps.
Automating compliance testing. In a nut-

shell, Sect ion 404 compliance is al l  about
proving that “you did what you said you
were going to do” through a process of test-
ing and report ing. During the first  audit,
most companies “threw bodies” at the com-
pliance problem to manually test, validate,
and report the effectiveness of their IT con-
t rols . These  manual  pro cesses  re quired
excessive resources and kept IT organiza-
t ions from focusing on their  pr imar y IT
activ it ies.

For the next audit, automated testing and
reporting wil l  be a requirement for most
companies. If you are st i l l  unsure about
compliance automation, remember the fol-
lowing rule of thumb: the more manual con-
trols used, the more testing will be required
during the external audit. Manual controls
a re  a  c au s e  for  con ce r n  for  t he  aud itor
because they are of ten less accurate and
effective than automated controls. Taking peo-
ple out of the test ing process ult imately
reduces errors and improves the quality and
accuracy of the testing. Often, auditors will
test the automated control once and retest
the configuration of the control during sub-
sequent audits.

Most importantly, by taking people-inten-
sive resources out of the test ing process
through automation, companies will reduce
auditing expenses and reallocate resources
to higher-value tasks that are strategic to the
IT organization.

So, which controls should be automated?
The answer is relat ively straightfor ward.
Focus on the manual, time-intensive IT con-
trols that require forensic data from sys-
tems and applications. For example, a control
that is currently validated through inter-
view ing, having people fi l l  out forms, or
walking through the data center with a clip-
board is not a good candidate for automa-
tion. A control that is validated by logging
on to servers, reviewing change requests, or
sifting through security logs is a prime can-
didate. Controls that  f it  this  bi l l  include
auditing direct access to systems and data-
bases and ensuring that changes made to mate-

rial systems are following the prescribed
change control process.

Automating change control and direct

access testing. Automating testing for direct
access and change management requires
that IT organiza-
t ions  f i rs t  g a i n
insight into “who
is doing what” to
mater ial  systems
and applications.
More specifically,
IT organizations should collect change activ-
ity data on activities that are specific to a
defined control point, such as:
• direct access—people logging onto

financial  ser vers or databases;
• databases—changes made to data-

bases housing financial  data;
• fi les and configurat ions—file or 

configurat ion changes supporting
financial  applicat ions; and

• Active Director y or LDAP systems—
user access permissions and modifica-
t ions to financial systems.
During the first internal control audit,

many IT organizations collected this change
activ it y data by manually sif t ing through
securit y, operat ing system, and database
logs, as  wel l  as  change request  systems.
Using an automated tool to detect and report
change activity data in a relevant format saves
a lot  of t ime, headaches, and resources.
Depending upon the control, internal audi-
tors should review changes and direct access
by user, applicat ion, or device, or within a
specific t ime window.

The final—and most impor tant—step
in this process is to validate the change or
direc t  access  ac t iv it y. D o es  the  ac t iv it y
(e.g., a configuration file change to a finan-
cial  applicat ion) adhere to the control or
process (e.g., obtaining an approved change
request  before making the change)? Was
the change act iv it y completed as planned?
How  m a ny  cha nges  went  out s ide  of t he
change management process? Through this
automated process, IT organizat ions wil l
always be aware of unauthorized changes
and direct access and wil l  be able to take
corrective act ion before the external audi-
tor arrives.

Closing the loop on the change manage-

ment process. Ma ny  comp a n i e s  h ave
invested in change management systems
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that incorporate tools and business processes
for identifying, planning, assessing, approv-
ing, and assigning a change. This process
ensures that change activit ies are commu-
nicated and coordinated, and have a mini-
mal impact on the overall business.

Unfortunately, today’s change manage-
ment systems cannot validate change activ-
it ies once an approved change request has
been assig ned to  an indiv idual . Did the
change actually get completed? Is there a
change request associated with an observed
change? While change management deals with
“what is supposed to happen,” audit efforts
are all focused on “what really did happen.”

Closed-loop change management is an
audit  s t rateg y  that  combines  “w hat  was
supposed to happen” with “what real ly did
happen.” By leveraging and extending the
capabilities of the change management sys-
tem, ever y change becomes a test  of the
change control process to catch unautho-
r i z e d  ch a nge s  a n d  d i re c t  a cce s s  a n d  to
report that approved changes were actu-
a l ly  compl e te d . By  comp ar i ng  de te c te d
changes  w ith  approved change  requests
f rom the  change  management  system, a
closed-loop solution immediately reports
unauthorized activities, including the indi-
vidual associated with the change. Once an
individual completes a change, the change
management system wil l  then report al l  of
the activit ies associated with the approved
change request.

Taking control of IT controls. Under pres-
su re  du r i ng  t he i r  f i rs t  i nte r n a l  cont rol
audits, many IT organizations implemented
more controls than were really necessar y.
As discussed previously, excessive controls
ult imately translate into more work and
effort during future audits. Before the next
audit, most IT organizations should reassess
their l ists of controls.

So, which controls are absolutely neces-
sar y? IT organizations should identify the
minimum number of controls that ensures
the maximum integr it y  of f inancial  sys-
tems, applications, and data. When review-
ing their lists of controls, IT organizations
should ask themselves the following ques-
tion: does the control have a direct effect on
the financial reporting? For example, if you
are a lumber company and do not conduct
e-commerce via the Internet, an open port
on a firewall should not be a major cause

for concern. However, if you are an eBay or
PayPal, this control becomes crit ical.

The company’s external auditor can tel l
the company which controls it  considers
absolutely necessar y. However, IT organi-
zat ions should not hesitate to push back
and discuss questionable controls with their
auditor. If you can’t establish a direct rela-
tionship between the control and the finan-
cial  report ing, tel l  your auditor that you
want to talk. By rev iew ing and reducing
the list of controls, you create less work for
yourself, while reducing external audit ing
expenses.

Tackling the most 
common IT control deficiencies
Following the first  internal control audit,
many IT organizat ions found themselves
joining the ranks of companies with com-
mon IT control deficiencies. The short l ist
of common IT control deficiencies identi-
fied by the major audit firms includes:
• lack of access controls;
• excessive access to systems 

and databases;
• improper change management;
• inadequate segregation of duties; and
• lack of a self-assessment process.

When approaching the next audit, IT orga-
nizations should focus on these common gaps.
With the first major audit cycle under their
belt, the auditors know where to focus their
primar y efforts.

Lack of access controls and excessive

access. Most financial applications have ade-
quate  access  cont rols  at  the  appl icat ion
layer. For example, a  PeopleSof t  general
ledger applicat ion is equipped with pass-
word protections to ensure that only autho-
rized individuals can make changes through
the applicat ion interface. However, com-
panies should be equally concerned with
access outside of the applicat ion, such as
a person logg ing into a  ser ver  to  access
critical data or files. Common causes for this
t y pe of control gap include:
• job changes—inadequate controls in

place to delete or change access when
an individual leaves a job or changes
job responsibilit ies;

• administrator passwords—poor
administrat ion and management of
administrator passwords; and
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• inappropriate approval of access
changes—changes in access permis-
sions for individuals, groups, or roles
within the IT organization that do not
obtain adequate approval.
A common access control gap cit ied by

the auditing community was excessive access
to databases and systems. Many users do
not require access beyond the front-end of
the applicat ion. Auditors frequently found
database administrators accessing financial
databases without a corresponding reason
or approved change request.

Auditors  a lso detected weak manage-
ment of administrator access  pr iv i leges.
This  t y pe of access  is  managed through
“administrator” passwords, which are usu-
a l l y  g r a nt e d  on  a  te mp or a r y  b a s i s  a n d
should  expire  or  change  af ter  a  cer t ain
per iod of t ime. Many auditors  repor ted
poor management and abuse of adminis-
trator access simply because the passwords
never changed. Similarly, these passwords
were of ten managed w ithout proper seg-
regat ion of dut ies  (e.g . , a  system admin-
i s t r at o r  m a n a g i n g  a l l  o f t h e  p a s s w o rd
accounts).

Weak change management. Change man-
agement has always been a st icky subject
for most IT organizat ions. Unauthorized
changes and direct access are often the pri-
mary culprits of unplanned downtime. With
the Sarbanes-Oxley Act in place, unautho-
rized changes and poor change manage-
ment now take on an additional r isk if they
are the cause of a material  weakness.

Some common change management issues
include:
• Changes occurr ing outside of the

change process . Some companies 
est imate that many changes st il l
occur within their environments
without the appropriate approvals
from the change management
process.
• Change control  processes  not  in
place . During the f irst  round of
internal  control  audits, many 

companies were forced to document
their  change management procedures
for the f irst  t ime.

• Inability  to  validate  whether
changes were actually  completed .
Most  IT organizat ions have a  l imited
abil it y  to val idate planned changes

and ver if y  whether the work was
actual ly  completed.
Inadequate segregation of duties. Seg-

regation of duties is a basic but frequently
overlooked inter nal  cont rol . Dur ing the
i n it i a l  i nter na l  cont rol  aud it s , aud itors
often found that indiv iduals had control
over two or more phases of a transact ion
or operat ion. Responsibi l it ies  should be
assigned to crosscheck duties. For exam-
ple, a helpdesk administrator should not have
administrator access to the network. Ult i-
mately, proper segregation of duties ensures
that errors or irregularit ies are prevented
or detected on a t imely basis by members
of the IT organizat ion during the normal
course of business.

Lack of a self-assessment process. IT orga-
nizations should test their controls at least
quarterly. The goal of the test ing process
is to identify control gaps early in the com-
pliance process and produce the necessar y
documentation to aid auditors during the
external audit. Unfortunately, with limited
resources and t ime, most IT organizat ions
have not found the t ime to establish a reg-
ular test ing program.

Like excessive manual controls, a lack
of a self-assessment process is a concern
for auditors. During the course of the self-
assessment process, reports wil l  attest to
the effectiveness of a control throughout the
year. Without this  documentat ion, audi-
tors wil l  natural ly require more extensive
test ing to feel  comfortable with each con-
trol. Automated tools and processes w il l
help reduce the workload associated with
the self-assessment process.

Getting something out of compliance
Compliance undoubtedly is cost ing most
companies  s ig nif icant  money, t ime, and
resources. If you’re going to be putting a lot
into this initiative, shouldn’t you get some-
thing out of it? Believe it or not, compliance
has a silver lining. Through the hard work
to meet the Sarbanes-Oxley Act’s require-
ments, your IT organizat ion w il l  achieve
several tangible benefits that bring strate-
gic value to your company. These include:
• improved IT operat ions;
• reduced costs and real located

resources; and
• increased overal l  compliance.
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Improved IT operations. By establish-
ing ef fec t ive  IT cont rols  that  are  tested
year-round, IT organizat ions w il l  stream-
line core IT operat ions processes through
improved change management, direct access
c o nt ro l s , a n d  s e c u r i t y. Fo r  e x a mp l e ,
strengthening the change control  process
w i l l  reduce  unauthor ized ac t iv it ies  and
reduce unplanned dow ntime.

Most importantly, the compliance process
increases accountability within the IT orga-
nization. Since compliance places the spot-
light on “who did what,” ever yone within
the IT organizat ion is  now cog nizant  of
how their  act ions and act iv it ies directly
affect the overal l  business.

Reduced costs and reallocated resources.

By leveraging automated compliance tools,
IT organizations will dramatically cut their
audit and compliance costs. These costs—
and the  indiv idual  resources  associated
with them—can be real located back to the
business for more strategic init iat ives.

Increased overall compliance. Compli-
ance is not only about the Sarbanes-Oxley
Act. There are host of other general  and
industr y-specific compliance requirements
that companies must meet. Strengthening
core IT controls for change management
and direct access also strengthens your hand
w ith other health, f inancial , and federal
compliance requirements, for example.

Conclusion
During the short window before the next
inter nal  cont rol  audit , IT organizat ions

should seize the opportunit y to adopt sus-
tainable IT compliance strategies. These
st r ate g ies  re duce  compl i a nce  cost s  a nd
resources  whi le  minimizing compliance
risks. First, by incorporating automated IT
control testing for change management and
direct  access, companies w il l  reduce the
compliance workload and improve the accu-
racy of financial  report ing. By extending
change management systems to automati-
cal ly audit ever y change detected within
the infrastructure, companies wil l  imme-
d i at e l y  c at c h  a n d  s t op  u n au t h or i z e d
changes—a key concern for auditors. Next,
by reducing the growing list  of controls to
those that are absolutely necessar y, com-
p a n i e s  w i l l  b et te r  m a nage  t he i r  tes t i ng
processes. Finally, by focusing on the com-
mon cont rol  gaps ident if ied by exter nal
auditors, IT organizat ions wil l  avoid pit-
fal ls during the next audit.

Susta inable  IT  compl iance  i s  a lso  an
opportunit y to bring competit ive benefits
to the company. Remember, ever y public
company is  facing the  same compliance
chal lenges. Ult imately, the company that
does  compliance r ig ht  w i l l  immediately
gain a  compet it ive advantage. The com-
pany that gets it  wrong and fails to adopt
a sustainable compliance strategy wastes time,
resources, money, and potential ly public
prestige if its material weaknesses result in
a restatement of earnings. ■

NOTE
1 “Sarbox and IT: How Bad Can Things Get?” CFO IT

(Summer 2005),  avai lable onl ine at www.cfo.com/
art ic le.cfm/4077489 (accessed August 2005).
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